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AUTOMOTIVE CYBERSECURITY

What do we protect

includes Asset has Cybersecurity | are compromised |  Damage
property in scenario

A 4
\ 4

ltem

* Item: something which implements a
function at vehicle level

« Asset: something of value

« Cybersecurity Property: attribute (CIA)
of an asset which is important

« Damage scenario: violation of that
property, causing an impact

a DDoS attack? [}

N\
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AUTOMOTIVE CYBERSECURITY

What could attack us

consist of _ have weaknesses! Threat Is realized by
ltem » component _ > . »  Attack path
which enable Scenario
* |tem: something which implements a Charlie Ciso

function at vehicle level
« Components: part of the item

« Threat Scenario: something which
exploits a weakness in an component

« Attack path: set of action which realize
a threat scenario with a certain
feasibility
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AUTOMOTIVE CYBERSECURITY

What is the risk

Attack path
(Likelihood)

Damage
Scenario
(Impact)
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Risk Matrix
Severe 1
Major 1
Impact
Moderate 1

Negligible 1
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Automotive Threat Modeling

Charlie Ciso

Our advanced machine
Learning algorithms have
qualitatively derived a root
cause estimation ThaT

Using our furbo charged
Al powsered probabilistic
anaLysm on & billion Live
nétwork events...
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APPROACH

1.

Ildentify all Assets and their cybersecurity properties

Model system and communication architecture

Analyze Model for Threats and Attack Paths based on Threat Database
Evaluate which attack path lead to a violation of an cybersecurity property

Manage identified risks




USE CASE — ELECTRONIC STEERING
COLUMN LOCK
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Macher, Georg, Harald Sporer, Eugen Brenner, and Christian Kreiner. "Supporting cyber-security based
on hardware-software interface definition.” In European Conference on Software Process Improvement,

pp. 148-159. Springer, Cham, 2016.



WHAT DO WE PROTECT — MT

ThreatGet::Electronic Control Unit [Al... =

(ASSETS) g =

Administration (AIT) undefined g =

Authentication (AIT) undefined THEFUNCTIONAL'SAFETVCO/VWIUNITV
Authorization (AIT) undefined
* Assets can be modeled as separate Codng guideine (AT)  undefned

Confidentiality (AIT) undefined

elements Criticality (AIT) undefined

Cryptographic Algorithms (.. undefined

Financial Asset (AIT) undefined
. Input Validation (AIT) undefined
« Extendable list of relevance to: Language (AT
. . . Memory Type (AIT) undefined
- Safety, Financial, Operational, Privacy Asset (A e
. Secure Boot (AIT) undefinad : ______
P”Vacy, " Secure Storage (AIT) None : EX
Tamper Protection (AIT) Negligible '
Update capabilities (AIT) Moderate =
. Updates (AIT) Major -
- Contains relevant CS property I | e -

- Confidentiality, Integrity,
Availability
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WHAT COULD ATTACK US AIT
(THREATS)

o System Model

=

*  Modeling of:
*  Security properties S
« System properties S m
- Communication properties T

* Connect Assets to:
« Communication flows T —

+  System elements

28/09/2020 10
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WHAT COULD ATTACK US
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V," Threat Analysis of Threat Model at 2020-09-28T16:40:44
Threats List Enlarge *

Threat Visualization

ETY COMMUNITY

Title Category Impact Likelihood Notes
Spoofing of communication between vehicles Spoofing IMnderale ~ | Low ~
L4 Sys Spoofing of ication b vehicl Spoofing Moderate ~|Low ~
Code injection from local interf: Tampering Major ~ | Medium ~
Code injection from local interf: Tampering Major ~ | Medium ~
Code injection from local interf: Tampering Major ~ | Medium ~ , moble device:
Code i ion from local interf: Tampering Major ~ | Medium ~
Code injection from local interf: Tampering Major ~ | Medium ~ ’G
Ui ized to vehicular data Inft ion Discl Negligi ~|Very Low @
L] P Ei use for a vehicul P Tampering Severe ~ |High N e L T | | ‘i
Ei use for a vehicul P Tampering Severe ~ |High ~ : o
Ei use for a vehicul P Tampering Severe ~ | High ~ .;* i
e Ei use for a vehicul P Tampering Severe ~ |High ~ | 'wwm;w[.m'
Ei use for a vehicul P Tampering Severe ~ |High ~ | |
Ei use for a vehicul P Tampering Severe ~ | High ~ |
Physical intrusion to enable an attack Elevation of Privilege Severe ~ |High ~ .wm:
q ici data gh di ic inter: Tampering Negligil ~|Very Low [
Extract cryptographic keys Inf ion Discl Negligi ~|Very Low - |
Engi d sofiv orh to attack vehicls Tampering Severe ~ | High o
Facilitate an attack gh di lic ports Tampering Severe ~ |High ~
e Flooding a huge of y g Denial of Service Negligil ~|Very Low -~
Ui ised use or ition of devices Elevation of Privilege Severe ~ |High ~
Ui ised use or ition of devices Elevation of Privilege Severe ~ |High ~
Unauthorised use or addition of devices Elevation of Privilege High
23 Threats Cyber Securily Hisk Assessment
Threat Details Risk Assessment
Title |5pouﬁng of ication L ‘ mm 1 least severe
Category  [Spoomm e —— =t
. 3
Description V2x ges b vehil or b vehil and infr: are p i d: d by spoofed ges. Such could be d by by an ip d ITS unitor =

by spoofing input to an ITS unit

This action is aimed on a single vehicle and affected asset in this vehicle
This threat is from the required UNECE Vehicle Threat List. Date 22.04 2017
This threat is specific to the automotive domain.

5 mostsevers

Notes -
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Security Model

ThreatGet is
Integrated into
Enterprise
Architect Tool

Security model and
system model are

connected

Design  layout  Develo
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Target may be tampered. Diagram

Connector from Sensor2 to Electronic Control Unit2

«Communication Flow ThreatGet»
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Find Package

Threat Analysis of Threat Model at 2019-11-26T16:25:46 < * pypee + 4+ § =-

* Browser v & x
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= Threat Analysis of Threat Model at 2019-11-20T10:52:06
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Threat Analysis of Threat Model at 2018-11-22T10:07:03
=] Threat Analysis of Threat Model at 2019-11-22T1(:12:53
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%5 Spoofing of Sensor Data
8 Target may be tampered
[®] ThreatGet
B8 Threat Model
B «Actuator ThreatGet» Actuator!
«Backend ThreatGets Backend!
B «Brake ThreatGets Brakel
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< »
Properties v 2 x
B
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General -
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Type
Stereotype ThreatGetResults
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Filter to Context
Context Navigation
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Version 1
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DOMAIN ELEMENTS

Domain Elements

Set of common
elements for a
domain

Inheritance and
Refinement

Customizable

V; ThreatGet

ELEMENTS
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A o admin

v A Actuator (Shapes)

A

x @

Element: Communication Element
Electric Actuator
Description: ThreatGet Communication Element
1 Hydraulic actuator
) Pneumatic actuator
Icon: 2
+
~ (@ Backend (Shapes) No. Name
E| Third Party Server 1 Bandwidth
{2 Update Server 2 Communication Latency
+ 3 Communication Reliability
v 4 Communication Element (Shapes) 4 Error Rate
#® Wired Bus Communication Element 5 Protocol version
& Wired Communication Element 6 Protocols
Wireless Bus Communication Element 7 Range
£ Wireless Communication Element 8 Troughput
+
v Electronic Control Unit (Shapes)

Communication-ECU

B High-Performance ECU

= D. ECI

Default
undefined
undefined
undefined
undefined
Default
undefined
undefined

undefined

Image: ? o -

Fixed  Inherited Actions

o} ] X
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@ X X
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SECURITY PROPERTIES
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. . 7; ThreatGet RULES ELEMENTS A O admin
Security Properties i
) > ®
Input Sanitization Name: Secure Boot
O R el evan t S eC u r I ty npualatien Description: Does the hardware element support secure boot
. Language
properties,
includin g assets Memory Type . vl Detust rcion
Operating system 1 yes O X
Physical Location 2 no O X
Power consumption 3 undefined

- Assignable to
elements

Range
Redundancy
-

° Cu Sto m I Zab I e Reset capabilities
Secure Boot
Secure Storage
Sensor measurement type
Shared resources
Software

Software APIs




AUTOMATED SECURITY ASSESSMENT

Rule Engine

* Rules describe
potential
weaknesses

* Multi-hops attack
and attack flows

* Risk evaluation
based on
weakness and
assets

'Z; ThreatGet
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Title

Compramised Target via a physical interface

Manipulate the Map Data on the Target Prior to it Being Deliverad to the Car

Server is used to attack vehicle

Jamming of Sensor or V2X Data

Compramise by extemal apps

Spoof messages in the vehicle network

Use USB devices to attack Target

Data Flow Sniffing

Gaining unauthorised access to files or data on Source

Extract Data / Code from Control Unit

Message replay attacks in Targst

Attempt to Flash the Target With Custom Firmware

Cause the Target to Crash or Stop or disabling functions

Services from back-end server disrupted

Spoofing the Source

Spoofing of Sensor Data

Impersonate Source

Remote Attack Against Vehicle over the Internet

Description

Include: source is [USB] or source is [0BD 2]

Include: source is [Map Update Server] Exclude: flow.[Provides Integrity ...

Include: source is [Web Server] or source is [Update Server] or source is ..

Include: flow. [Physical Network] is ‘Local Area Wireless Network' and tar ...

Include: source is [Infotainment System] or target is [Infotainment Syst ...

Include: target is [Control U

or target is [Data Store] and flow.[Phy ...

Include: target is [USB] or source is [USB] and target.[Stores Personal ...

Include: flow is [Communic:

n_flow] and flow crosses [Boundary] or flo ...

Include: source is [Data Store] or source is [Control Unit] or source.[S ...

Include: source is [Control Unit] or source is [Data Store] Exclude: sou ...

Include: source is [Control Unit] and target is [Control Unit] Exclude: ..

Elevation of privileges in order fo gain complete control of Electronic Co ...

Includ

: source is [Electronic Control Unit] or source [interface] and

Include: source is [Web Server] or source is [Update Server] or source is ...

Include: target is [Control Unit] or target is [Data Store] or target is ...

Include: source is [Sensor] and flow.[Physical Network] is ‘Local Area W ...

Include: target is [V2X ] or target is [V2X Gateway] Exclud

flow.[Sou ..

Include: target is [Infotainment System] and source is [WiFi Access Point ...

ThreatType

Tampering

Tampering

Elevation of Privilege

Denial of Service

Elevation of Privilege

Spoofing

Tampering

Information Disclosure

Information Disclosure

Informatien Disclosure

Elevation of Privilege

Denial of Service

Elevation of Privilege

Spoofing

Spoofing

Spoofing

Spoofing

Owner

AIT

AIT

AIT

AIT

AIT

AIT

AIT

ATT

AIT

AIT

AIT

AIT

AIT

AIT

AIT

ATT

AIT

AIT

Activated

[< < T < |

< ]
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VERSIONING

Project | Context Diagram Element

Traceability of 4 8 Modd

An al yS | S s Threat Analysis of Threat Model at 2020-02-17T10:40:31
[ Threat Analysis of Threat Model at 2020-02-17T10:41:35
4 [*] ThreatGet
Threat Model
«Electronic Control Unit ThreatGets Electronic Control Unit1
«\ehicle ThreatGets External Interaction’
«5ensor ThreatGet= Sensorl
M2 ThreatGets V21

« For each analysis a
snapshot of the
model is generated

[ E [ Em S

 Snapshot +
analysis reports is
marked with date
and time

« Stored in the model
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Antenna

& Antenna
[ Wireless Antenna

Backend

@ Backend

& Third Party Server
a::-" Update Server

Communication Element

q:_ﬁ Communication Element

i& Wired Bus Communication Elem...

&f Wired Communication Element
"I Wireless Bus Communication EL..

"3 Wireless Communication Element
Electronic Control Unit

Electronic Control Unit
Communication ECU
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ARCHITECTURE

EA Addin

Modelling

—

Risk
Management

EA Addin

Modelling

Risk

Management
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Modelling

Knowledge

Base Risk

Management

EA Addin
Analysis

Engine

Modelling

Risk
Management
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Web-based Backend Threat Intelligence

AlT

AIT Review and CVE, Common
Aozl | Translation Vulnerabilities and
Base Exposures

STIX, Structured Threat

Information eXpression

Full Sample

STIX Package

nowledge e e S R
5
(L

STIX Header
WatoListsstixoaage_ tatent>

STIX Data (Indicators)




THREAT INTELLIGENCE — AUTOMOTIVE
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Table IL2 - Major threats based on the TOE model
4|  Label Who When (phase) | Why Where/What
1 | TDos- Thirdparty | Nomoal ‘Tntentionally | For asset functions of VMG, it
Functions- aintenance | operation impersonates an OBD connector
FromOBD- | factory staff | Maintenance comection device, sends a large
Device amount of data, md interferes
with this famction.
o 2 | TMalfmection | Thirdparty | Nomual Tntentionally | For asset functions of VMG.
Threats and vulnerabiities within an ITS-S (Roadside) = GoogleScholyr  aurwmn seart v rome-vibess e Functions- Maimtenance | operation impersonates an OBD connector
Tabls 145 : - I FromOBD- | factory staff | use/maintenance comection  device,  seads
China [5] Fabricating coftwara of the vahicls cantral systam and it * * Device Maintenance: wnanthorized data. and causes a
sahicle _ information syctom Tabie 14: List of Vulneranitie for S-S Roadeids) malfunction of this functionality
wahicle Chins 5] Fbtisating ystem updats program or Fimware
vehicle Ching (£ nstalling ) i P | T T TrretAg T T o
[FRT [ Fegion o 3 gk ' DM meszaoes |An R B nakle & uich [ERuomere osina 2= 3 3 wo!
e oume of mise oo e e - e
wahicle ememengy vehice
rehicle
(E E; Temparatire (E E; (E E; (E E; (E E;
retiele > r a tnlock corqe doors] > r a. > r a. > r a. = R‘> r a.
rehicle ‘ohe an accident
3. milaags, OOR
wahicle [—
cle
wahicle ke an acadant
P —— Externa Sources ana SlS
ehicle £of gatevr [VR2 [ Mezzage zaburation B mem—
I uchicls parameters R o X
e b Eai00 | Srewmeers notweth separaion ve guin seowel (Truck o saEsngin |aumus eniies cosdcame i miss [outvald mezsager . ( LAUIE LI~ KU UEARS DASED UIL LI LU e
zommaication, [G] Ghber u anipulstion of O f update rorsnt roorieg 175 meszages
nersd G Caber Eu XA | S clnce ofruch e [ramneg sorce it se e me-s resscssng #]  Labd Who | When (phase) | Why Where/What
eneral [C1 Cyber Eu 00K F holen softurars =nd REUE |2 Foh ket o 1T mezzage: 3 [TMissDos- | Vehicle Maimenance | Accidentally | For asset fnctions of VMG, it
EuO0GK | Manipulation (Spoofing) ¢ alsification of VEX mezsages (=9, Nesroyimmrarodlll e orghselisetid Functions- | dealer staff sends 2 large amount of data or
communication [G] Cuber 02.11p during platooning, etc e e | e e From-OBD- | Mamtenance wauhorized data from OBD
Evir | Information di Eaiacdrop flost or cargo, ste. data [ oo s e |reaenrens e ror s o Device factory staff comector connection device by
qenaral [2] Cyber findustrial espionage] taz2z zucn 3z reayng anaacang. Lo ‘mistake, and causes a
wahicle 5] Cobor Ew s an vekicls iFarmation nas or of this &metionality.
) oree Sy ey oenttcatcn, etner satety-reited meszages i
saicle €1 Cobar o 0L cr i of e fretrericasen ana 4| TDes- Thirdparty | Nommal _ Tntentionally | For asset functions of VMG. it
e Rt m [petnorzaton ot 75 Functions- | Mantenance [ operationuse! uses reverse engineering of the
Eou (eame [ptestonand e R o FromECU | factory staff | maintenance same product as the E
32 104) VRS [Radelmmng  [rabity otan U | Tammiamons oo o an R [Srerallarer sadbment B Mantenice S conmeced 1o CANRZ
Eu RrA | Tampered saftwars Binary might be injected inta the faudcky detect and izciate  [can be o3 whie micerence iz “Pda;m B € commect
commanication [C] Guber ication ztrear e reeectea anc mitgate fo e 'm‘“'h“'nds‘md
Ew mria | Dendal of Service attach againgt update server firmware; in this way, it seads a

back-ond [E] Cyber

rallout o critical soPturare updute sndlor unlack of customer
specilic feat

UNECE WP29: World Forum for Harmonization of Vehicle Regulations
ETSI: European Telecommunications Standards Institute (V2X in Europe)

ITU:

e

International Telecommunication Union

lnge s of data from ECU
comected CANLS, and
neries with s fmetionality
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