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HOW DO WE SECURE IOT?
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• Support the implementation of the 
NISD in the Road Transport sector

• Good practices for cybersecurity 
of smart cars

• 2016 ENISA study on Securing Smart Cars

• 2019 work on (semi-) autonomous vehicles

• Collaboration with DG MOVE, 
GROW & CONNECT via CCAM 
Platform 

• Engagement with industrial 
stakeholders, e.g. OEMs, Tier 1 
and Tier 2 suppliers

ENISA ACTIVITIES ON AUTOMOTIVE

https://www.enisa.europa.eu/road
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• Increased attack 

surface

• Insecure development 

in today’s cars

• Security culture

• Liability

• Safety and security 

convergence 

• Supply chain

AUTOMOTIVE SECURITY CHALLENGES



5

THREAT TAXONOMY



6

SMART CARS SECURITY MEASURES
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• Cybersecurity by design

• Improve information 

sharing amongst 

industry actors

• Promote consensus on 

technical standards & 

good practices 

• Clarify cyber security 

liability among industry 

actors

SMART CARS RECOMMENDATIONS

Secure Smart Cars today 

for safer autonomous vehicles tomorrow
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Join us and apply

• Contribute to ENISA 

efforts and reports

• Exchange knowledge 

and expertise 

• Review ENISA studies 

and participate in 

workshops 

• Platform for discussion 

on automotive 

cybersecurity

ENISA CARSEC EXPERT GROUP

https://resilience.enisa.europa.eu/carsec-expert-group
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ATTENTION
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